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	Privacy Notice
Who we are
London Borough of Newham (LBN) is registered with the Information Commissioner’s Office (ICO) as a ‘Data Controller’ This privacy notice applies to you (‘the service user’) and LBN (‘the Council’). The Council takes the privacy of your information very seriously. 

This privacy notice relates to our functions relating to the BoroughLets AI-powered property search platform used by Newham Council’s Private Rented Sector team within the Homelessness, Prevention and Advice Service.  It provides additional information that specifically relates to this service, and should be read together with our general privacy notice, which provides more detail.

What data do we collect
We collect your name, current address and home borough, email address, mobile number, household composition (e.g. number of adults and children, bedroom requirements), affordability information (monthly budget for rent), property requirements (e.g. accessibility needs, preferences), medical requirements relevant to housing suitability (e.g. physical health needs, pregnancy, carer requirements) and whether your household is in receipt of benefits or PIP.  Where a caseworker telephones you about your housing options, we also record and hold a copy of the call, a written transcript of it, and an AI assisted summary of the call.

Why we collect your data
We collect your data so that we can search property portals (e.g. Rightmove, Zoopla, OnTheMarket) to find suitable accommodation, match your household needs to appropriate rental properties, support the Council in meeting its statutory duties to prevent and relieve homelessness, send property options to you and support your housing placement and enable caseworkers to manage your case and track housing outcomes.

The lawful basis for processing your data
The lawful basis we use to process your data as set out in UK data protection legislation is: 

Article 6 (a) consent – where you choose to provide us with data not mandatory for the purpose of 	the collection – we will only process this data with your consent, and you can withdraw your 	consent at any time

Article 6: (e)Public Task the processing is necessary for us to perform a task in the public interest 	or for our official functions, and the task or function has a clear basis in law.

Article 9: (a) explicit consent: where you choose to provide us with data such as pregnancy 	status or mental health issues - we will only process this data with your consent, and you can 	withdraw your consent at any time	

Article (g) Reasons of substantial public interest (with a basis in law)

Article (h) health or social care (with a basis in law)

Call recordings and transcripts may incidentally contain special category data disclosed during a 	call (for example health information or pregnancy), processed under the same Article 9 (2)(a), 	9(2)(g) and 9(2)(h) conditions.

The basis in law for this processing is found in Housing Act 1996 (Part VII), the Homelessness Act 2002 and the Homelessness Reduction Act 2017.
How we use your data
We will use your data to: 
· Record and manage your housing application and requirements
· Match your household to suitable private rented accommodation
· Search for properties using the BoroughLets platform
· Send you property listings and updates by email
· Support caseworkers in assessing suitability and progressing housing options
· Make and record telephone calls to you about your housing options
· Create a written summary of each call for your case record

Use of artificial intelligence (AI)

We use artificial intelligence (AI) to help support our housing services. If a caseworker contacts you to discuss your housing options, the call will be recorded and automatically transcribed. An AI assistant then produces a short summary of the conversation for inclusion in your case record.
Every summary is reviewed and approved by a caseworker before it is added to your record. The AI does not make any decisions about your housing application or entitlement to services; all decisions are made by authorised staff.

Call recordings, transcripts and AI-generated summaries are processed and stored within the United Kingdom (London region). This information is not used to train AI models.

Who we will share your data with
We will only share your data with UK Centre for AI in the Public Sector (University of East London)  for the purposes of providing, hosting and maintaining the BoroughLets platform, including supporting property searches and matching your housing needs to suitable accommodation.  

How long we will keep your data
We will keep your data safe and secure for a period of 6 years in line with our retention Schedule. After this time, it will be securely destroyed.   This includes transcripts and summaries of any calls, which are also kept for 6 years. Voice recordings will be kept for 6 months.

How do we protect your data
We comply with all laws concerning the protection of personal information and have security measures in place to reduce the risk of theft, loss, destruction, misuse or inappropriate disclosure of information. Staff access to information is provided on a need-to-know basis and we have access controls in place to help with this.

Know your rights
We process your data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. Find out about your rights at Your rights – Processing personal data privacy notice – Newham Council  or at For the public | ICO  If you have any queries or concerns relating to data protection matters, please email: dpo@newham.gov.uk 
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