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	Retrofit Evaluation Project
[bookmark: _95n09vw9rcnr]PRIVACY NOTICE



	Privacy Notice Summary

	Data Controllers
	Warmer Homes London (hosted by London Councils), participating London Boroughs and participating Housing Associations (depending on your participation).

	Data types
	Property identifiers, sensor readings, smart meter data, retrofit data

	Lawful basis
	Public task · Legal obligation · Legitimate interests, where applicable · Consent, where required

	Retention
	Only as long as necessary for the purposes described

	Your rights
	Access · Rectification · Object · Complain to the ICO


 
[bookmark: _h2xb33vywv5z]1.  Who we are
The Warmer Homes London (WHL) project/team is a part of London Councils. London Councils is a local government organisation that helps the London borough councils and the City of London to work together on projects that affect London. Warmer Homes London is working with London borough councils, Housing Associations and project partners to support retrofit and housing improvement activity through the Retrofit Evaluation Project.

2. About this Privacy Notice
This Privacy Notice explains how your personal information will be used if you choose to take part in the IoT Sensor Project.
The project is being delivered by participating London Boroughs, Housing Associations, Warmer Homes London (WHL), London Councils and the Greater London Authority (GLA) to better understand how homes perform before and after energy efficiency improvements (known as retrofit).
Retrofit means making improvements to existing homes to improve energy efficiency, reduce heat loss, improve comfort and reduce the risk of damp and mould. Examples include insulation, replacement windows, ventilation improvements and heating system upgrades.
The information collected will help improve future retrofit programmes and understand how well improvements perform in real homes.
This Privacy Notice relates to functions relating to the Retrofit Evaluation Project and should be read together with London Borough of Newham  general privacy notice.
[bookmark: _q3u9l1m59ft4]3.  What is the project?
The project uses small temperature and humidity sensors, sometimes called IoT sensors, smart meter information and related housing data to help understand:
–    housing performance;
–    damp and mould risks;
–    energy efficiency;
–    retrofit outcomes;
–    resident comfort and building conditions.
4. Who is involved?
Depending on where you live, your information may be processed by:
· your London Borough (London Borough of Newham);
· your Housing Association (where applicable);
· Warmer Homes London (WHL);
· London Councils;
· the Greater London Authority (GLA); and
· Hildebrand, who provides secure access to smart meter data where you have given your consent.
Each organisation is responsible for the personal information it processes in accordance with UK data protection legislation.
[bookmark: _sarmpg24uj38]5.  What information may be used?
[bookmark: _50iq5755pxwg]Depending on your participation in the project, we may process:
· your property address;
· Unique Property Reference Number (UPRN);
· information about your property;
· details of any retrofit improvements installed;
· temperature readings from IoT sensors;
· humidity readings from IoT sensors;
· smart meter energy consumption data (only where you have provided your consent);
· installation dates;
· property type information;
· technical information needed to understand how your home performs.
We aim to use the minimum amount of personal information necessary for the purposes of the project.
6.  Why do we use this information?
[bookmark: _s2azk0y407xs]We use this information to:
· understand how homes perform before and after retrofit;
· understand the causes of damp and mould;
· improve thermal comfort within homes;
· evaluate whether retrofit measures have been successful;
· improve future housing investment decisions;
· support research and programme evaluation;
· improve future retrofit programmes across London.
7.  What is our lawful basis?
[bookmark: _er762ubao3el]Most of the project uses personal information because it is necessary for organisations carrying out tasks in the public interest or, where appropriate, for their legitimate interests.
If smart meter information is required, we will only access this where you have given your explicit consent.
You are free to refuse consent for smart meter data without affecting your eligibility for the wider retrofit programme.
8.  Who may receive the information?
[bookmark: _7z91k9dwsak8]Your information may be shared with organisations involved in delivering the project where this is necessary for the agreed purposes.
Property-identifiable information will only be available to London Borough of Newham who are responsible for your property.
Wider reporting produced for WHL, London Councils and the GLA will use anonymised or aggregated information wherever possible.
Aggregated data means information from a number of homes combined together so that individual residents or households cannot be identified. Aggregated data may be used for monitoring, reporting, evaluation and service improvement.
Smart meter data is accessed securely through Hildebrand where you have provided your consent.

9. Will my information be anonymised?

Wherever possible, information used for programme reporting will be anonymised or combined with information from many other homes so that individuals cannot be identified.
Anonymised data means information that can no longer identify an individual resident or household. Aggregated data means information from a number of homes combined together so that individual residents or households cannot be identified.
Identifiable information will only be used where this is necessary to deliver the project.
10.  How long is the data kept?
[bookmark: _uyg8mv49fd5b]Personal information will only be kept for as long as necessary to support delivery, monitoring and evaluation of the project.
The current proposed retention periods are:
· sensor data – monitoring period plus 12 months;
· smart meter data – monitoring period plus 12 months;
· project records – project duration plus two years;
· consent records – six years after project completion or withdrawal of consent.
Anonymous statistical information may be retained for longer to support research and programme evaluation.
11.  Your rights
[bookmark: _ry4mesqngsjk]You have the right to:
· request access to your personal information;
· request correction of inaccurate information;
· request restriction of processing where applicable;
· object to certain processing where permitted by law;
· withdraw your consent for smart meter data at any time.
If you withdraw your consent for smart meter data, no further smart meter information will be collected or shared for this project. Withdrawal of consent will not affect processing that has already taken place before your withdrawal.
12.  Contact
If you have any questions about how your personal information is being used, or wish to exercise your rights, please visit London Borough of Newham website  Your rights – Processing personal data privacy notice – Newham Council 
General questions about the Retrofit Evaluation Project may also be directed to Warmer Homes London.
13. Changes to this Privacy Notice
This Privacy Notice may be updated as the project develops. The most recent version will be made available by participating organisations and through the project information webpage where applicable.
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